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Introduction

Oneof the uses ofCloud Computings to providean environment in which organizatioman run their
own custom applications in th@oud. This is important because mastganizations today have an IT
presence whose purpose is to build custom software that gives the organization a competitive
advantage.Unfortunately, the problem with custom built software is that itégpensive. Organizations
have to pay a lot of upont costs to purchasbardware andacquiresoftware licenses (operating
systems, databases, etc.yhese upfront costs that are amortized over several years are known as
capital expenditures. Additionally, ongoing support for hardware, software, amdpbplication itself
can be high. The bottom line is that to build a converdi@m-premise solution a lot of costs are
incurred before anyalue is gained from the custom applicatiodfigure 1 below is a chart of upfront
costs, ongoing costs and thelwa gain& from an application over time when it is run-premise.

Figure 2 shows the lifecycle of a custom application and all the phases that are needed to procure and
support an environment for the application to lie@-premise

The goabf a CloudComputings todrive down upfront cost, drive down ongoing costs, and take
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Cash flow for an on-premise application

Upfront costs for hardware
and software licenses.

Cost

Ongoing support for hardware,
licensed software and the
application.

Figure 1¢ Capital Expenditureand ongoingcostsassociated with OFPremise Applications
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Figure 2¢ The OnRPremise ApplicatiorLifecycle

An Overview of laaS and PaaS
Today here are twotypes of Cloud offeringsmerging in the industry that can be used to host a custom
application.These two offerings are Infrastructure as a Service (laaS) and Platform as a Service (PaaS).

laaSprovides an environment for runningsar builtvirtualized systems in the cloud high level
graphic illustrating trg techngue is shown in Figure 3Jsing thstechnique virtual machines are
createdon premiseandloaded with all the software that Wieventually run in the cloudThis includes
custom builtsoftwareaswell as licensedoftware After the virtual machines built itis uploaded to the
Cloud Infrastructureand started Oncethe virtual machine istarted the laaSendor can asure hat

the running virtual machineontinues to lookhealthy as a whole.t is the responsibility of the customer
to monitor all the cusom built software and licensesbftwareto insure that they ar@perating

properly. laaS is an option that is very flekd and is the best choice for moving applications to the
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Figure X Infrastructure as a Service

The othertype of Cloud Offering for running custom applicationsniewn as a Platform as a Service or
PaaS for short The Windows Azutelatform is such a platformin a PaaS environment only application
code needs to be uploaded configured and rlimother words, in a PaaS environment the unit of
deployment is an application package which contains the code developed by the development team.
This is showin Figure 4 This implies that all the tools that an application requires to dolsalread
exist within the PaaS environment and are ready to use on demand.

Windows Azure Azure Services

Physical Infrastructure
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Figure 4¢ The Azure Services Platform

Figure Boelowshowsa list of cloudsendorsthat offer either Infrastructure as a Service or a Platform as
a Service This is by no meansamplete list It is just a sampling of vét is out in the industry today in
order to provide concrete examples of the two different techniqémsbuilding environments in the
Cloud that can host a custom application



Platform Vendor Offering Style

Amazon Amazon Web Services laaS
ServePath GoGrid laaS
Rackspace Mosso|The Rackspace Cloud laaS
Google Google App Engine PaaS
Microsoft Azure Services Platform PaaS
Salesbrce.com Force.com PaaS

Figure 5¢ Cloud Offerings for hosting custom applications

Fgures3 and 4above aresimplistic representatiosof both techniques.They leave out important
detailssuch as

1. Are there any special considerations forllirig anapplication to run in each of thesgloud
offerings?

2. How doesachCloud offeringorovidescalability, &ailability, and reliability

3. What doud services can be utilized teplacelicensed software?

4. How doesach cloudfferingaffect the applicatiorifecycle?

Investigating these questiorns a good way talevelop an understanding efachoffering and the
differences between themin the remaining sections of this articlewill describenhow laaS
environmentsoperate and how the Windows AzuRdaform operates. Along the way | will addreke
guestions above.

The guestions above are not the only questions that should be considered when evaluatingl

offering. There are other important questions pertaining to data privacy, service leregragnts, and
data center certifications that will impact the types of organizations and the types of applications that
can ke advantage of these cloud offeringEhese issues are beyond the scope of this paper. In this
paper | wish to focus on issutsat will impact total cost of ownershigndthe complexityof the
application running in the cloud.

Building Applications to run in the Cloud

In this section Will compare theunit of deploymentfor each offering style Specifically | will discuss
whatis required to build a virtual machine for a cloud platfofileaS) Then | wildescribe how

application code needs to be structured and configured in order to run in the Azure Services Platform
(PaaS)


http://aws.amazon.com/
http://www.gogrid.com/
http://www.mosso.com/index.jsp
http://code.google.com/appengine/docs/whatisgoogleappengine.html
http://www.microsoft.com/azure/default.mspx
http://www.salesforce.com/platform/

Building Virtual M achines for an laaS Offering

Before discussing how to build a virtual machine for an laaS environment it is necessary to understand

the runtimeenvironment of an laaS environmenFigure 6 shows a typical runtime environment for

laaS. Here we see physical infrastructure, volumeagimand management API®nce a virtual
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deployed and stded via some form of automation which allocates available infrastructure to run the

virtual machine (and the application within it).
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Figure 6¢ The runtime environment for an laaS offering

Building an applicatioto run inan laaS environment igery similar to building a application tarun ort
premise. Developers will use familiar tools, programming languages, and any needed licensed products
(database software, workflow, user management, etc.). Once application development is complete the
applicaton code andanylicensed software that th application is dependent upareinstalled on a

virtual madine. The virtual machine can be thought of as a corgathat insulates the application and

its dependencies from the run time environmeri. diagran showing thecomponentsof avirtual

machine built for an laaS environmeistshown in Figure.7



The virtual machine itself is
stored within the vendors
cloud Storage Services.
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Figure 7¢ Inside a Virtual Mahine built for an laaS environment

Application $orage isanimportant consideratiorwhen usingany cloudoffering. Figure7 shows how a
laaSvendor providestorage to a virtual machineWhen running inmlaaSenvironment all storage

local to the virtual machine should be considered volatile. For example, you woulcanbtavcreate a
F2f RSNJ 24drivé @ddzdlit tor dxtabase storage. This is due to the fact that if your virtual
machine crashes while it is running then theieasthing foryour laaSrendorto do is to restart your
virtual machine from its initial sta ¢ which is the statét was in whernyou uploaded it. To get around
this problemcloud basedtorage volumesan be purchased andounted asdevices withirnyour virtual
machine. This allows any software running within the virtual machine to see these external cloud
storage volumes as if #y were conventional disk driveShis does not really represent an additional
cost because if there was a waydafelyuse storage local to your virtual machine then that would mean
your virtual machine would grow in size with usage. This would ugghhpthe same amount of storage
as if the data were placed in the externally mounted volumBse bottom line is that the cost woultk
about the sameiace most vendors charge by total storage used without regard farihés chunked up
into volumes Furthermore, placing your application data in volumes outside the virtual machine allows
the platform vendor to replicat¢and possibly backuphe datafor durability.



Building Application Packages for Windows Azure

The runtimeenvironment of the Window#zurePlatform is known as Windows Azure. ndbwsAzure

which is shown in Figurei8 an operating system for the Claué\ useful analogy is to compare

Windows Azure t@onventional orRpremiseoperating systemsConventionabperating systems

manage bais storage, devices, and run applicasorWWindows Azure provides the same functionality
GAGKAY aAONR&A2FGQa RIFGFOSYGiUSNBA 6KAOK | NB odaAfd G2
the table, queue, andlob services shown in Figure & oder to provide a runtime environment for
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compute power. Do not think of Windows Azure as a conventional operating system with a Start menu,

a Control paneland a desktop of icons. Itis not an operating system in the traditional sense. Windows

Azure is the storage services previous mentioned and the services provided by the Fabric Controller that
provide compute power to an application running in a Microstaitacenter that is accessible via the

public internet.
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Figure 8¢ Windows Azure; the runtime environment for the Windows Azure Platform

The Fabric @ntroller can be thought of as a layer that sits on top of pingsical infrastructure that is
usedto hostan application.Applicationpackages which contaall the components of an application
are uploaded to Windows Azur®nce uploaded the application packages be further configured and
started on demand by the software owner. When started &ggpion componentsre deployed to
physical infrastructuréy the Fabric @ntroller.



Developers will use familiar toolnd programming languages to build for Windows Azitewever,

Windows Azurés slightly different tha the runtime environment founevithin an orpremise data
centerbecauseavailabilty, reliability, and scalare specified via configuration and prigled for

automatically by the FabricoGtroller (this will be discussed in the next section). Therefore, application

code needs to be stictured forwWindowsAzue. Figure $hows the basic structure of an application

that is designedor Windows Azure Using the taninology of the Windows Azure documentatian,
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component that listens for web requests and responds to web requests. A worker role performs

background processing amybicallyreceives its input frm the WindowsAzure Queue Service. In a

cloud environment that is managed byFabric Controllethe service definition file is a very important

part of the application. This file indentifies all the web roles and worker roles in the application. As we

will see in the next section, the service definiton@e y i I Aya GKS F LILX AOQOFGA2y Q&
resources.

Service Code (Web Application)

Figure 9 ServiceCode(or a Web Applicationpuilt for the Azure Services Platform

Microsoft provides aoftwaredevelopment kithatA y Of dzZRS&a | a5S @ Smdaey Sy G CIF o N
Windows Azureé y | RS @St 2 LiSaldwa deRrBgers i 2odédand uitkest locally. It would

be unfortunate if developers had to actually code and unit test within the cloud platfakimdows

Azurealso provides a staging environment that is separate from the production environment. Once

code has been developed and unit tested locally it can be uploaded to the staging environment for

integration testing and angther last minute tests before beingeployed to the production

environment.

Scalability, Availability, and Reliability in the Cloud

azaid | LIWLXAOFGAZ2YA G2RF& R2 y2i NdHzy 2y | aAiAy3atsS Yyt
out over several machines to increase avalighialow for scalabilityandeliminate any sigle points of

failure (reliability). The configuratioshown in Figre 10illustrates this concept. ttontains three web

servers, three application servers, and two clustered database seri@ploying an application in this

10



three tiered manner allows each tier to be available, reliable, and sta. G KA & &aSOlmha 2y L Qf €
laaS emironment and the Windows Azufelatform providescalability, availability, and reliabiliby
emulating the techniques shown in Figure 10

mﬁ User Requests

Web Servers (3 servers)

Application Servers (3 servers)

Clustered Database Servers (2 servers)

Figure 10g Availability, Scalability and Reliability in an goremise environment

Managing Multiple Machine Instances

If an application is architected to be deployed across thoge tiers as shown in Figure tt&nto
achieve the samavailability and reliabilitfrom a cloud platform based on virtual machindwee
different virtual machines would need to lkesignedpuilt andstored within the laa® Sy R 2 NI &
environment Specifically, gu would needne virtual nachine designednd builtto play the role of a
web server, anothefor the application server, and finally a database semweuld be needed.

At run time the appropriate nurmdr of eachtype ofvirtual machine wouldheed to be started.For

example, to enulate Figure 1@n an laaS environmeryou would need to start three instances of the

web server virtual machine, three instances of the application server virtual machine, and two instances
of the database server virtual machin€herefore he environment shown in Figure Mould require a

total of eight machine instansdo be up and runningTypically management APIs or a Management

Web Sitasused to mount storage Yomes load each virtual machineandthen run each virtual

machine. If arny layer of the system requires more processing power then it can be scaled accordingly.
For example, the web servers and the application servers could be scaled out and the database servers
could be scaled upFigure 11shows how such a system would beptbyed to a cloud platform based

on virtual machines.
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Figure 11¢ Deploying a three tiered systenotan laaS environment
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definition file and deploy the application in a manner that provides the availability, reliabitityscale

needed by the applicatich
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role and three instances of itsosker role to be running at all times. The service definition file is used to
specify how many instances of each role Babric Controlleshould start and keep running. Tkabric

Controllerwould look for a place to deploy and run the three web raed the three worker rolesA

simple deployment option would be foihe Fabric Controlleto provide onephysical systenfor all the
roles that make up aapplication. This means that the three web roles and the three worker roles
would be run on onghysical system within a Microsoft datacenteWhile this provides some

availability (many web roles and worker roles can be started on the single virtual machine) it provides
minimum scalability (limited to the CPU cycles of a siagiten) and no reliabity (the systemis a
single point of failure). There is an answer to this probl&khen multiple instances of roles are

needed he Fabric Controllewill make sure that the application does not sit behind a single physical

point of failure like a power switch on a single rack of eesv This is shown in Figure. I12otice in

Figure 12hat relational database servicesegprovided by SQL Azure Databasee of the Azure
Services that will be discussed in the next section
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Figure 12; Availability, Scalability, and Reliability in the Azure Services Platform

Dependency Management in the Cloud

Today development teams do not build custom applications from scratch implementing every capability
in the build phase of the applicatidifiecycle. Typicallycore software components such as database
management systems are purchased fronmrdiparty verdors. If aCloudvendor can provide cloud

services with similar capabilities thethese dependencies can be reduced. This will also allow the cost
and complexity of the application to be reduced.

Additionally, no application should be a sileven if itis running in the cloud. Applications developers
should have tools that let them easily connect to external applications. This allows fatiiegal of

data managed bgxternal application. It also allows the application to consume external bugsines
logic. For example, many applications need to interoperate with purchased applications that provide
capabilities to the business such as Enterprise &esdPlanning (ERB)d Customer Rationship
Management (CRM)

Dealing with both of these dependeiesc licensed software components and interoperability with
external systems will be the toughest challenge development teams face if theshwo move to any
cloud environment
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